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This paper aims to serve as a guide to how to understand, recognize, and evaluate sanc�ons in all of the key 
forms that they take today. In order to do so the paper begins with a sec�on on the ‘Forms of Sanc�ons’ 
that details the major types and structures of sanc�ons imposed by the United States, European Union and 
United Kingdom, as well as a brief introduc�on to other prominent interna�onal sanc�ons programs and 
regimes. In the subsequent ‘Sanc�ons Legisla�on and Authori�es’ sec�on, the paper details the processes, 
regula�ons, legisla�on and governmental bodies that determine what sanc�ons are imposed in an accessi-
ble manner to enable the reader to enhance their own ability to assess sanc�ons risks, understand trends, 
and develop best prac�ces for compliance. The paper then details three case studies of sanc�ons highlight-
ing enforcement ac�on and media coverage evidencing trends in sanc�ons evasion, red flags, as well as the 
crucial importance of sanc�ons to interna�onal efforts to limit corrup�on, counter aggression and crimes 
against humanity, and protect interna�onal trade and investment. Finally, this paper concludes with a 
sec�on on ‘Trends in Sanc�ons’ aimed at enabling the reader to understand how sanc�ons are changing, 
likely to develop, and ensure that they can apply best prac�ces going forward.  

The primary target of interna�onal sanc�ons today is Vladimir Pu�n’s Russia, and regre�ably he shows no 
indica�on of being willing to reverse his expansionist aims in Ukraine nor threats against other neighbors. 
Therefore, however, it is important to understand how thinking about sanc�ons have been developed. 

In the immediate a�ermath of Russia's 2022 full-scale invasion, Russia swi�ly became the 'world's most 
sanc�oned na�on,' with 2,778 new designa�ons announced in two weeks therea�er.  This was an interna-
�onally-coordinated effort, bringing together the wider West from the United States, European Union, 
United Kingdom, and close allies such as Canada, Japan, and Australia but also third countries who had not 
sanc�oned Russia following its 2014 invasion of Ukraine in contrast to those such as Switzerland, Singa-
pore, and South Korea.  Sanc�ons have only con�nued to expand against Russia in each of these countries 
cases since. However, the difference in those countries imposing sanc�ons against Russia between 2014 
and 2022 sanc�oning countries also underlines a key trend, which Russia’s wanton war in Ukraine has 
driven, in the expansion of interna�onal sanc�ons, and which can help to be�er understand their aims and 
purposes. 

Sanc�ons are widely understood to serve to purposes, first as a deterrent tool to try and prompt the coun-
tries and actors targeted by them to either take or not take a certain ac�on. The history of sanc�ons against 
apartheid-era South Africa, driven by the Global South and eventually joined by the wider West, are argu-
ably the prime example of such sanc�ons pushing a regime to take certain ac�on. Their impact on the 
apartheid regime played an important role in promo�ng the diploma�c process that helped with the intro-
duc�on of democracy in 1994. One of the landmark analyses of sanc�ons in the post-Cold War-era, Daniel 
Drezner’s The Sanctions Paradox explains how such sanc�ons can be effec�ve, and when they are unlikely 
to be.  Most notably it found that sanc�ons are more effec�ve in deterring or promo�ng ac�ons in allies – 
comparing the history of sanc�ons threats from the United States against South Korea over its flirta�ons 
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with a nuclear weapons program against those levied against North Korea for its ac�on doing so – and that 
they are more likely to result in changes in policy from regimes that are responsive to their domes�c popu-
la�ons and where democra�c checks and balances are in place. Vladimir Pu�n’s Russia is none of these 
things, but many of the sanc�ons imposed a�er the illegal annexa�on of Crimea and occupa�on of large 
parts of Ukraine’s Donetsk and Luhansk regions in 2014 were aimed at deterring Russia. New tools were 
even developed to emphasize this, as will be discussed in the discussion of ‘sectoral sanc�ons’ in the next 
sec�on. 

Sanc�ons are not limited to being used as a deterrent, however. They can also be used to directly target the 
ability to procure weapons and other materiel as well as to finance a war effort. There is ample historical 
precedent for such sanc�ons, and they have played a key role in conflicts throughout not only the Modern 
Era – sanc�ons on Nazi Germany and Imperial Japan stretched not from blockades to asset seizures to 
trading bans – but also throughout history, trade blockades have been recorded since earliest recorded 
conflicts. The difference between deterrent sanc�ons and these forms of sanc�ons is encapsulated in two 
other key studies of sanc�ons: Nicolas Mulder’s The Economic Weapon and Jennifer Harris and Robert 
Blackwill’s co-wri�en War By Other Means.  Broadly seen, these are sanc�ons that directly target a state’s 
capacity. 

In the case of Vladimir Pu�n’s Russia, this role of sanc�ons is clear. The sanc�ons targe�ng Russia’s central 
bank in the immediate a�ermath of the full-scale invasion froze roughly $310 billion, half of the ‘war chest’ 
that Pu�n had spent the preceding decade building up.  Sanc�ons on exports to Russia directly target the 
computer chips that the Kremlin depends on for its missiles guidance system and those on CNC machine 
tools target Russia’s ability to create firing pins to put into the hands of its soldiers. Sanc�ons on Russia’s 
banks and financial system aim to limit the Kremlin’s ability to turn the profits from its oil and commodi�es 
output to the benefit of the Russian Armed Forces, while mi�ga�ng the risk that the Kremlin will further 
use these same exports as tools of geopoli�cal pressure, something it has done across Eurasia even before 
its ini�al 2014 invasion of Ukraine. In fact, the first use of sanc�ons in the Ukrainian context were all by 
Russia, from its cu�ng-off of gas deliveries in 2006 to its bans on Ukrainian imports in 2013 as the Euro-
maidan Revolu�on was s�ll gaining steam and Ukrainians demanded the finaliza�on of their aspira�ons for 
an Associa�on Agreement with the European Union.  Today, the sanc�ons most widely employed interna-
�onally are those tailored to try to mi�gate Russia’s war machine and its capability to execute Pu�n’s 
aggressive intents. 

Given Russia’s proximity to Georgia, its occupa�on of the Tskhinvali region and other parts of Georgia’s 
Shida Kartli Region (which it dubs ‘South Osse�a’) and Abkhazia, and Russia’s vast efforts to try and evade 
sanc�ons, it is undoubtedly the Russia sanc�ons regime that will be the most important for a Georgian 
audience. That is not to say that knowledge of and understanding of other sanc�ons regimes is not benefi-
cial, par�cularly in rela�on to sanc�ons issued by the United States that, as will be detailed further, carry 
an ‘extraterritorial’ dimension not currently matched by any other sanc�ons regime. For example, Iranian 
actors have sought – unsuccessfully – to use Georgia for sanc�ons evasion in the past.  While there are 
tools that have been developed to target Pu�n’s regime specifically, such as the G7’s Oil Price Cap, the over-
all structure and form of sanc�ons by key countries bear broad similari�es. An overview of their form and 
func�on will enable an understanding of the sanc�ons environment not only with regard to Russia but 
across the geopoli�cal landscape.
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FORMS OF SANCTIONS

The United States, European Union, United Kingdom, and other sanc�ons imposing countries all have 
various forms of sanc�ons, which differ from one to another, but all implement a form of sanc�ons that bar 
access to assets and new financial transac�ons. These are both the most ‘basic’ form of sanc�on and their 
most explicit form given. They can target businesses, en��es, and individuals, and they mean that no 
business of any kind can be done with those named en��es without explicit approval of the relevant sanc-
�ons imposing authority. Terms and labels vary across those authori�es but broadly they can be under-
stood as ‘blacklist sanc�ons’ – those who end up on these lists are essen�ally cut off from the economies 
imposing them and from third countries that comply with these sanc�ons. Violators of blacklist sanc�ons 
face poten�al criminal penal�es including custodial sentences, fines, and themselves being designated to 
sanc�ons. 

The most significant blacklist designa�on is the United States’ – the ‘specifically designated na�onal,’ also 
referred to by its acronym, SDN. The US Department of Treasury’s Office of Foreign Assets Controls (OFAC) 
is the authority that imposes and oversees them and it explicitly differen�ates between SDN and non-SDN 
sanc�ons lists, as the la�er restric�ons are significantly less impac�ul. Inclusion on the SDN list bars the 
named en�ty, individual, or organiza�on from having access to the US financial system and almost all other 
services with only limited excep�ons for legal services. Although visa bans can be issued as part of non-SDN 
sanc�ons, all individuals subject to SDN sanc�ons are automa�cally barred from the United States without 
excep�onal approval as well. 

Notably SDN designa�ons are also aggregable, meaning that an en�ty that is majority owned by sanc-
�oned individuals is automa�cally treated as being under those sanc�ons as well regardless of their 
individual ownership share. For example, if an en�ty has 5 minority shareholders all of whom are under 
SDN sanc�ons but each of there shares are just 10.001%, then the restric�ons resul�ng from the individual 
SDN designa�ons apply to this en�ty in ques�on as well.

SDN sanc�ons have been imposed against not only members of Vladimir Pu�n’s inner circle and numerous 
elements of the Russian war machine but are also used in designa�ons for targe�ng terrorist groups and 
other malign actors. It is available directly from the US Treasury’s Office of Foreign Assets Controls’ website 
as well as numerous other sanc�ons databases. 

As will be explained further in detail in the subsec�on en�tled ‘Extraterritoriality and the US Nexus’, what 
is most notable about the US’ SDN sanc�ons – and all US sanc�ons more is their ‘extraterritorial’ factor in 
terms of the their applicability, i.e. that the Office of Foreign Assets Controls and the US Department of 
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Jus�ce will enforce compliance with them outside of the physical borders of the United States.  For the 
researcher, prac��oner, analyst, or compliance reviewer, what this means is that there should be an 
assump�on that US sanc�ons can apply regardless of where a business transac�on is located or a counter-
party is based. Some of the largest fines for viola�ons of sanc�ons have been related to transac�ons 
between ins�tu�ons and companies headquartered in third countries and executed en�rely abroad. 

The United Kingdom's does not have an immediate equivalent of the United States' ‘Specifically Designated 
Na�onals’ SDN list but inclusion on the ‘UK Sanc�ons List’ can also result in a blacklis�ng sanc�on. The UK 
Sanc�ons List includes individuals, en��es, and ships subject to financial sanc�ons imposed by the UK 
government. These sanc�ons can encompass asset freezes, travel bans, and other restric�ve measures, 
most notably ‘trust services,’ a fairly recent innova�on aimed at cracking down on sanc�ons evasion using 
structures, which had been par�cularly favored by Russian high-net worth individuals targeted by sanc-
�ons.  However, unlike the US’ SDN list, there is not a separate list for ‘blacklist’ sanc�ons versus more 
tailored sanc�ons. The closest equivalent is those who are listed as subject to an asset freeze, trust services 
sanc�ons, and travel bans. 

One addi�onal key area of difference between the UK and US ‘blacklist’ sanc�ons is that such sanc�ons 
imposed by the United Kingdom are not subject to ‘aggrega�on’. Whereas if two en��es or individuals 
subject to the US' SDN designa�on each own a 25.01% stake in a third en�ty, bringing their joint ownership 
above 50% and thus resul�ng in that third en�ty also being subject to the US'SDN designa�on, the United 
Kingdom's sanc�ons “would not aggregate different designated persons’ shareholdings in a company, 
unless, for example, the shares or rights are subject to a joint arrangement between the designated 
persons or one designated person controls the rights of another designated person” .

The UK Sanc�ons List is managed and published by the Office of Financial Sanc�ons Implementa�on (OFSI), 
which is part of His Majesty's Treasury (HMT), the Bri�sh equivalent of the Finance Ministry. The UK Sanc-
�ons List can be found on the official UK government website, and is available from numerous third party 
database providers as well. 

The European Union, like the UK, does not operate one explicit 'blacklist' as the United States does instead 
also opera�ng a unified sanc�ons database known as the ‘EU Consolidated List of Sanc�ons’. The list com-
prises individuals, en��es, and bodies subject to restric�ve measures imposed by the EU. Those subject to 
asset freezes and travel bans are broadly the equivalent of the SDN designa�on, with all services except for 
legal services restricted for individuals thus designa�on. However, the European Union does offer some 
more recourse to legal challenges against lis�ngs than has typically been found in the United Kingdom and 
United States, though not enough that any such challenges have posed a significant threat to the system 
and the bloc's ability to impose such sanc�ons. 

For en��es and corpora�ons found on the list, it also governs addi�onal trade restric�ons that have been 
imposed by the bloc, from limi�ng access to the European market to barring goods for export.

UK Blacklist Sanctions 
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The EU Consolidated List of Sanc�ons is part of the EU's Common Foreign and Security Policy (CFSP) and 
available from the bloc's websites as well as most databases. Enforcement and licensing of normally 
prohibited ac�vity falls to na�onal sanc�ons authori�es in the EU's 27 member states. However, on 24 
April 2024 the European Parliament and European Council finalized the introduc�on of new direc�ve that 
formulates bloc-wide rules for defining criminal offences and penal�es for viola�on's of the blocs standards 
that member states are required to bring into law by 20 May 2025 .

The Magnitsky Sanc�ons Regime – also known as the Global Magnitsky Sanc�ons – have been developing 
since 2012 and are a form of sanc�ons that aim to punish human rights violators. They were first brought 
into US legisla�on in 2012 but the current model form, the Global Magnitsky Human Rights Accountability 
Act, ini�ated by the United States in 2016, established the current standard sanc�ons regime targe�ng 
foreign individuals and en��es responsible for human rights abuses and corrup�on. 

Named a�er Sergei Magnitsky, a Russian lawyer who died in a Moscow prison a�er exposing government 
corrup�on, this legisla�on allows for visa bans and asset freezes against those implicated in serious human 
rights viola�ons and significant acts of corrup�on worldwide. The Magnitsky sanc�ons regime enables 
targeted ac�ons against individuals and en��es from any country, rather than being limited to specific 
na�ons or conflicts, which means that there are differing bodies of law overseeing its enforcement in the 
United States in par�cular, namely that it has the backing of explicit law in addi�on to respec�ve execu�ve 
orders . In layman’s terms, this just means that the underlying authori�es cannot be overturned solely by 
presiden�al ac�on as is the case with sanc�ons that rely solely on execu�ve orders and which are typically 
related to a par�cular conflict or crisis. However, the effect of inclusion on the Global Magnitsky designa-
�on is effec�vely the same as being under SDN designa�ons in the US or blocklis�ng sanc�ons in the EU or 
UK. 

Since the introduc�on of the U.S. Global Magnitsky Act, several other countries have adopted similar 
frameworks. Canada implemented its own Magnitsky Act in 2017, and the United Kingdom followed suit 
with the Global Human Rights Sanc�ons Regula�ons in 2020. The European Union adopted its version, the 
EU Global Human Rights Sanc�ons Regime, in December 2020. Australia joined this group with the passage 
of the Autonomous Sanc�ons Amendment (Magnitsky-style and Other Thema�c Sanc�ons) Bill in Decem-
ber 2021. These regimes collec�vely represent a coordinated interna�onal effort to hold human rights 
violators and corrupt actors accountable, leveraging economic and diploma�c tools to promote global 
human rights standards.

Key designa�ons under these regimes highlight their impact and reach. For instance, under the U.S. Global 
Magnitsky Act, in 2018, the Treasury Department sanc�oned Saudi officials implicated in the murder of 
journalist Jamal Khashoggi. In Canada, individuals from Myanmar's military were sanc�oned in response to 
human rights abuses against the Rohingya popula�on. In 2020, the US sanc�oned a businessman in Kyrgyz-
stan whose significant corrup�on in the state customs service had been revealed by inves�ga�ve journal-
ists. The UK sanc�oned Russian officials involved in the deten�on and torture of LGBTQ individuals in 
Chechnya in 2021. The key difference for Magnitsky sanc�ons to SDN and other blacklis�ng programs is 
that they have a global targe�ng scope rather than one predefined by the response to a par�cular conflict 
or crisis as is the cast in most (but not all) other sanc�ons programs.

Magnitsky Sanctions 
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SECTORAL SANCTIONS

Following the annexa�on of Crimea by Russia in 2014, the United States, European Union, and United King-
dom implemented a series of sectoral sanc�ons targe�ng various sectors of the Russian economy. These 
were a special new sanc�ons regime aimed directly at the Kremlin and which sought to pressure Russia 
into changing its ac�ons in Ukraine. Given the aforemen�oned shi� in sanc�ons focus from seeking to 
deter Russia towards seeking to constrict its war machine following the full-scale invasion of Ukraine in 
2022, they have received considerably less a�en�on but remain in force. However, numerous companies 
that were subject to sectoral sanc�ons designa�ons have since been targeted with blacklis�ng designa-
�ons that supersede the sectoral sanc�ons, for example the Russian State Corpora�on Bank for Develop-
ment and Foreign Economic Affairs (Vnesheconombank or VEB). Violators of sectoral sanc�ons face a risk 
of criminal penal�es, fines, and themselves being designated to sanc�ons.

The form of sectoral sanc�ons introduced by the United States and administered as with the SDN list 
through OFAC is the ‘Sectoral Sanc�ons Iden�fica�on List’. There are four key direc�ves that can be 
triggered for companies that are listed as on the SSI list; at least one must be included for a SSI designa�on 
although they are in fact the key restric�ons imposed. 

These have been slightly adjusted on numerous occasions over the last decade but in their present form 
consist of the following: Direc�ve 1: prohibits the issuance of new equity or debt with a maturity of longer 
than 14 days for targeted financial sector companies; Direc�ve 2: a prohibi�on on the receipt of services or 
technology in the support of Arc�c offshore, shale, or deepwater oil projects in Russia for targeted compa-
nies; Direc�ve 3: a prohibi�on on engaging or transac�ng in new equity or debt with a maturity of over 14 
days for Russian defense-related en��es; and Direc�ve 4: a prohibi�on on the issuance of new debt or 
equity with a maturity of longer than 14 days for targeted energy companies. 

As with US SDN sanc�ons, there is also an extraterritorial aspect to enforcement of US sectoral sanc�ons 
designa�ons. Although they have in many cases been superseded, enforcement of sectoral sanc�ons viola-
�ons remains �ght even for technical viola�ons with the most recent such ac�on having been a se�lement 
with OFAC by a major US financial services firm, State Street, on 26 July 2024.  

The United Kingdom and European Union do not operate a separate sanc�ons list differen�a�ng those 
en��es explicitly under blacklist sanc�ons from those under sectoral sanc�ons, with the differences 
instead listed on their respec�ve ‘UK Sanc�ons List’ and ‘EU Consolidated List of Sanc�ons’. En��es subject 
to the EU's sectoral Sanc�ons are listed in Annex III of Council Regula�on 2022/328 . The restric�ons 
imposed under both the EU and UK sanc�ons largely mirror the US restric�ons although prior to 2022 the 
�me limit on debt maturi�es for affected firms was 30 days rather than 14 days. The EU also uses its 
sectoral sanc�ons regime under the aforemen�oned regula�on to oversee the provision of financial 
services and investment advice to Russian financial ins�tu�ons. 

US Sectoral Sanctions – ‘SSI List’

EU and UK Sectoral Sanctions
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EXPORT AND IMPORT SANCTIONS

While blockades are perhaps the deepest-rooted form of interstate economic compe��on, today they are 
o�en issued in a more targeted form, with regula�ons, legisla�on, and even tax and tariff structures 
designed to proscribe trade with affected countries, en��es, individuals and even whole markets. These 
can be evidenced on a compara�vely small-scale in ‘trade wars’ and even an�-dumping measures but are 
also used more extensively for ma�ers of interna�onal and na�onal security rather than economic compe-
��on. In short, they are also used as a form of sanc�ons – such as the decades-long ban on the import of 
Cuban cigars to the United States or even the prohibi�on of arms exports to conflict zones overseen at the 
United Na�ons level. They too have proliferated in response to Russia’s invasion of Ukraine and range from 
tariffs targe�ng the export of Russian fish to the United Kingdom to the ban of radio, automo�ve, computer 
technology and even intellectual property to Russia. Without these imports, the Russian war machine 
would not be able to func�on in a modern state.   These export sanc�ons too are the result of interna�onal 
coopera�on efforts and depend on compliance not just in the countries issuing the underlying export 
restric�ons but also third countries and global logis�cs networks that handle por�ons of the supply chain 
from produc�on to re-export. The sanc�ons that target Russia’s exports also play an important role in limit-
ing the Kremlin’s revenues and thus its ability to fund its war machine as well as to enable the countries 
imposing them, as well as those adhering to them, to mi�gate the poten�al for Russia’s economic aggres-
sion, which played such a key role in riling global gas markets and promp�ng infla�on in 2019 to 2023 both 
in Europe and markets as far afield as Pakistan.  

In response to Russia's annexa�on of Crimea in 2014, Western na�ons, including the United States, United 
Kingdom, and the European Union, imposed bans on the export of arms and cancelled the few exis�ng 
supply agreements by Western defense firms to Russia. However, the restric�ons imposed on Russia’s 
defense industry and military went notably further and included the introduc�on of restric�ons on 
so-called ‘dual-use items, which have both a civilian and military applica�on. As part of the broader sanc-
�ons effort aimed at curbing Russia's military and technological advancements, dual-use items were iden�-
fied as cri�cal in limi�ng Russia's access to advanced technology that could enhance its defense capabili�es 
as well as to retard Russian produc�on of military hardware. The dual use export restric�ons targeted 
sectors such as energy, aerospace, and informa�on technology, thereby impeding Russia's ability to mod-
ernize its military infrastructure and conduct sophis�cated cyber opera�ons. The key restric�ons are 
applied to products, technology and underlying intellectual property rather than sanc�oned or otherwise 
designated individuals and en��es – meaning that their import by any Russian counterparty is prescribed. 
Examples of goods proscribed include microprocessors, machine tools and ball bearings. They are iden�-
fied by the respec�ve sanc�ons-imposing authori�es by their HS6 codes, part of the Harmonized Commod-
ity Descrip�on and Coding System, the interna�onal standard overseen by the World Customs Organiza�on 
that governs trade repor�ng amongst member states. 

Arms bans and dual use export restrictions 
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Beginning in 2022, following Russia's invasion of Ukraine, these dual-use export restric�ons were signifi-
cantly expanded and intensified. The scope of restricted items was broadened to include a wider array of 
technologies, components, and materials essen�al for military and industrial applica�ons. This expansion 
was coordinated among Western allies to ensure comprehensive coverage and effec�ve enforcement. A 
key component of this strategy was the introduc�on of the Common High Priority Items List, which iden�-
fied specific high-tech goods and technologies crucial for Russia's military and economic sectors. By target-
ing these high-priority items, Western na�ons aimed to disrupt Russia's supply chains, degrade its military 
capabili�es, and exert economic pressure to deter further aggression. 

The Common High Priority Items List is also yet another example of key interna�onal coopera�on in these 
efforts as it is overseen by the so-called Export Enforcement Five (E5), a grouping of Canada, Australia, the 
United States, United Kingdom, and New Zealand, who also work together to issue joint compliance guid-
ance.   Japan and the European Union have also joined together in the effort and brought in the Common 
High Priority Items list for their own dual-use export restric�ons while countries such as the Republic of 
China (Taiwan), South Korea, Singapore and Switzerland have also adapted broadly overlapping restric-
�ons. 

The lists are available from respec�ve government websites and efforts are underway to create large data-
bases. Ukraine also maintains its own sanc�ons list, which is at the minimum a useful tool par�cularly given 
it evidences directly how certain goods are used in Russia’s war machine. However, the key resource is 
undoubtedly the United States’ Bureau of Industry and Security’s (BIS) given the role of US extraterritoriali-
ty. The BIS, as with the other aforemen�oned authori�es, maintains its own version of the Common High 
Priority Item list on its website, but also maintains 'en�ty,' 'debarred' and 'denied persons’ lists that are 
relevant for other sanc�ons programs as well as for red flagging exercises for exports to third countries, 
par�cularly those with established Russian trade linkages.    The US list is also par�cularly important as well 
given that it also has applicable extraterritorial dimensions, for example a product containing US goods or 
intellectual property that is being re-sold by a company in a third country abroad also faces risks of sanc-
�ons and fines if it exports such goods to Russia without approval from BIS, even if they are used. 

One of the most significant sets of Russian exports are those ini�ally agreed by the G7 (Canada, France, 
Germany, Italy, Japan, the United Kingdom, and the United States) as well as the European Union and 
Australia in December 2022, the so-called ‘oil price cap’ that aims to limit poten�al revenues earned by the 
Kremlin from Russian oil sales. The group of countries enforcing the cap is collec�vely known as the G7+ 
Price Cap Coali�on and also now includes Japan. 

In its simplest form, the oil price cap bars the provision of services and interac�ons with Russian oil that is 
sold above $60 per barrel for crude oil, $100 per barrel of value-added refined products such as jet fuel and 
diesel, and $45 per barrel for refining derived products such as fuel oil.   It came into effect in February 2023 
and the accompanying price cap compliance regime overseen by the G7+ Price Cap Coali�on was updated 
on 20 December 2023.  This required that coali�on service providers receive a�esta�ons from counterpar-
�es every �me that they move or load Russian oil and also required that supply chain par�cipants seek 
access to itemized ancillary costs such as insurance and freight and to share these with others in the supply 

Russian Oil Sanctions – G7 Price Cap 

17

18

19 20

08



chain. This adap�on was aimed at mi�ga�ng Russia's evasion efforts, which at that point largely consisted 
of formally selling the oil at just below the price in the cap but then over-charging for insurance and 
shipping costs so as to make up the difference, enabling partners to feign compliance. Compliance with the 
regime is overseen by respec�ve sanc�ons authori�es in the G7+ Price Cap Coali�on countries but even for 
companies opera�ng outside these countries they must take into account the risks posed to supply chain 
partners elsewhere, as well as their own exposure to any nexus of US or other third countries sanc�ons, 
including their own ability and exis�ng linkages for procuring insurance or other financial services interna-
�onally. 

The United States, United Kingdom and European Union have also imposed sanc�ons barring the import of 
Russian metals, in par�cular steel, as well as gold and diamonds. The European Union has typically been 
later in joining in restric�ng trade in Russian-sourced diamonds and gold, and its current sanc�ons restrict-
ing the import of Russian metals are less extensive than those of the United States and the United Kingdom 
following their most recent sanc�ons in this sphere, issued on 12 April 2024 that barred Russian metals 
producers from supplying the London Metal Exchange and Chicago Mercan�le Exchange including their 
warehouses abroad in third countries in addi�on to direct bans on the import of Russian steel, aluminum, 
copper and nickel.  

In contrast to the EU and UK, the EU con�nues to allow the import of Russian copper, aluminum and nickel 
and there are also some excep�ons to its import restric�ons on Russian steel and iron .   However, given 
the large number of Russian metals companies that are subject to SDN and other blacklis�ng sanc�ons, 
including the EU's own, the overall level of Russian metals exports to Europe has fallen significantly com-
pared to the pre-war years as well, including those affected by the COVID-19 pandemic.   Addi�onally, the 
European Union, United States and United Kingdom have all banned Russian direct oil imports, although a 
handful of excep�ons have temporarily been in the EU for Bulgaria,   Hungary and Slovakia. 

It is likely that further sanc�ons will be imposed on Russian exports in the foreseeable future, as discussed 
further in the ‘Sanc�ons Trends’ Sec�on. There are already some areas of growing differen�a�on between 
countries, however, and in May 2024 the United States became the first country to ban the import of 
Russian Uranium, in the form of legisla�on passed by the U.S. Congress and signed by President Joe Biden, 
though this will be phased in over the coming four years.  

As with other sanc�ons programs, viola�ons of Russian export sanc�ons include poten�al criminal penal-
�es, fines, and addi�onal sanc�ons. Finally, it should be noted that the above examples are not exhaus�ve 
and there are significant addi�onal other sanc�ons measures imposed on Russia such as bans on Russian 
rail and truck freight providers from entering the European Union or the bloc’s ban on EU gas resales 
agreed in June 2024 as well as broad prohibi�ons issued by OFAC on U.S. persons from inves�ng in new 
Russian businesses, equity, and loans .

Sanctions on Russian Commodity Exports 
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SANCTIONS LEGISLATION AND
AUTHORITIES 

There are a myriad array of governing authori�es, pieces of legisla�on, and regula�ons that underpin inter-
na�onal sanc�ons regimes. This sec�on aims to give a broad introduc�on to these in the key sanc�ons-im-
posing jurisdic�ons of the United States, European Union and United Kingdom. In many ways, they are the 
most straigh�orward in the UK given the rela�vely recent introduc�on of underlying frameworks (as part 
of the Brexit process, though it should be noted that almost all sanc�ons introduced when the UK was a 
member of the European Union were brought into domes�c legisla�on). They are arguably at their most 
complex in the United States – where, as aforemen�oned in the sub-sec�on sec�on on Magnitsky sanc-
�ons, there can be compe�ng and overlapping sanc�ons authori�es issued by different federal agencies as 
well as by legisla�on, though there is also substan�al complexity in the European Union par�cularly with 
regards to enforcement that is le� to na�onal authori�es and which are s�ll in the process of being 
standardized across the bloc. 

This paper will therefore first delve into the UK sanc�ons authori�es and legisla�on before moving on to 
the EU and the United States, finishing with a sub-sec�on on the already-frequently men�oned concept of 
US extraterritoriality and the US nexus as this gives US sanc�ons a broader scope than those issued by 
other countries, including with regards to Russia, which will also be detailed in depth therein. 

In the United Kingdom, sanc�ons are primarily governed and enforced by the Office of Financial Sanc�ons 
Implementa�on (OFSI). The agency is responsible for ensuring that financial sanc�ons are properly under-
stood, implemented, and enforced within the UK. The Office of Financial Sanc�ons Implementa�on was 
established to improve the understanding, implementa�on, and enforcement of financial sanc�ons in 
2016, making it a central authority in the UK's sanc�ons regime. OFSI is also responsible for liaising with 
industry as well as handling requests for sanc�ons licenses .

The legal framework for sanc�ons in the UK is rooted in several key pieces of legisla�on. The principal legis-
la�on is the Sanc�ons and An�-Money Laundering Act 2018 (SAMLA). SAMLA provides the UK government 
with the power to impose, update, and li� sanc�ons, including financial, trade, and immigra�on restric-
�ons, to comply with United Na�ons obliga�ons or to pursue foreign policy and na�onal security goals. The 
Act ensures that the UK can con�nue to implement sanc�ons independently following its departure from 
the European Union.

Addi�onally, specific regula�ons are issued under SAMLA to address par�cular sanc�ons regimes. For 
instance, regula�ons can target specific countries, en��es, or individuals involved in ac�vi�es such as 
terrorism, human rights abuses, or prolifera�on of weapons of mass destruc�on. The regula�ons detail the 
nature of the restric�ons imposed, which can include asset freezes, travel bans, and trade restric�ons. 

United Kingdom Sanctions Authorities and Legislation 
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Addi�onal sanc�ons' enforcement legisla�on also originates from legisla�on such as the Economic Crime 
(Transparency and Enforcement) Act 2022 that aim to enhance the enforcement, oversight, and adminis-
tra�on of sanc�ons. Although not explicitly a sanc�on, this legisla�on also oversees the United Kingdom's 
unexplained wealth orders, which can be used to target assets from those who have brought wealth illegal-
ly garnered through corrup�on and other malfeasance to the United Kingdom.

Enforcement of sanc�ons in the UK involves coordina�on among various government agencies, in addi�on 
to OFSI, such as the Na�onal Crime Agency (NCA), and law enforcement bodies under the Ministry of 
Jus�ce. Addi�onally, sanc�ons policy making and analysis is augmented by support from the UK Foreign, 
Commonwealth, and Development Office as well as the Department for Business and Trade. 

In the European Union, the imposi�on and enforcement of sanc�ons are primarily managed by the Europe-
an Commission, the Council of the European Union, and the European External Ac�on Service (EEAS). The 
Council of the European Union is responsible for the adop�on of sanc�ons, which are proposed by the High 
Representa�ve of the Union for Foreign Affairs and Security Policy, and agreed upon by all member states. 
Once adopted, the European Commission ensures the proper implementa�on and enforcement of these 
sanc�ons across the EU.

The legal framework for sanc�ons in the EU is established by a combina�on of EU regula�ons and 
decisions. The founda�onal basis for the EU’s ability to impose sanc�ons is derived from the Treaty on 
European Union (TEU), par�cularly Ar�cles 21 and 29, which outline the EU's Common Foreign and Securi-
ty Policy (CFSP). Within this framework, the EU can impose restric�ve measures such as asset freezes, 
travel bans, and trade restric�ons. These measures are implemented through Council Regula�ons, which 
are directly applicable in all EU member states, ensuring uniformity across the Union.

Council Regula�ons serve as the primary legal instruments for implemen�ng sanc�ons, providing detailed 
rules and procedures for compliance. These regula�ons are legally binding and must be adhered to by all 
individuals and en��es within the EU. The European Union has more than 40 different sanc�ons ‘regimes,’ 
the term for separate sanc�ons programs related to various crisis, conflicts, group of malign actors, or 
programs ins�tuted by the United Na�on and brought into EU legisla�on. These regimes and their regula-
�ons are complemented by Council Decisions, which set out the poli�cal context and objec�ves of the 
sanc�ons. The European External Ac�on Service and High Commissioner’s Office for Foreign Affairs also 
play a key role in determining sanc�ons policy and in diploma�c liaisons with third countries. 

Enforcement and licensing, however, are le� to na�onal authori�es and although there is a process in place 
to standardize sanc�ons penal�es and costs around the bloc, this can create significant dispari�es across 
the European Union’s 27 Member States. There has been substan�al growth in the number of na�onal 
authori�es since the full-scale Russian invasion of Ukraine in February 2022, such as Germany's establish-
ment of the Central Office for Sanc�ons Enforcement in May 2022.   However, some member states s�ll 
lack such bodies and sanc�ons enforcement in these cases is largely le� to the respec�ve criminal authori-
�es in that member state. 

European Union Sanctions Authorities and Key Legislation 
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The framework for US sanc�ons is grounded in several key pieces of legisla�on that provide the legal 
framework for the U.S. government to impose economic and trade sanc�ons to achieve na�onal security 
and foreign policy objec�ves. However, these pieces of legisla�on also sit alongside broad US Execu�ve 
Branch authori�es as part of the US Presidency that combine to create the array of sanc�ons instruments 
that exist today. 

One of the primary statutes is the Trading with the Enemy Act (TWEA) of 1917. This law grants the Presi-
dent the power to regulate trade with hos�le na�ons during �mes of war. TWEA laid the groundwork for 
future sanc�ons legisla�on and was pivotal during World War I and subsequent conflicts. Although its use 
has been largely supplanted by more modern statutes, the act is a cri�cal part of the historical develop-
ment of U.S. sanc�ons policy.

The Interna�onal Emergency Economic Powers Act (IEEPA) of 1977 is arguably the most significant legisla-
�on for contemporary sanc�ons. IEEPA authorizes the President to declare a na�onal emergency in 
response to any unusual and extraordinary threat to the U.S. that originates from abroad, and to regulate 
a broad range of economic ac�vi�es. This act empowers the President to block transac�ons and freeze 
assets, providing the execu�ve branch with a powerful tool to address threats to na�onal security and 
foreign policy.

Another important law is the Na�onal Emergencies Act (NEA) of 1976, which provides a framework for the 
President to declare na�onal emergencies and outlines the procedures for such declara�ons. The NEA 
requires the President to specify the statutory powers being invoked and to report to Congress. Although 
the NEA itself does not provide specific sanc�ons authority, it is o�en used in conjunc�on with IEEPA to 
implement economic sanc�ons in the form of presiden�al execu�ve orders issued to address such emer-
gencies.

OFAC, which operates under the Department of the Treasury, was established through a series of execu�ve 
orders and regula�ons rather than a specific legisla�ve act. It is tasked with administering and enforcing 
economic and trade sanc�ons based on U.S. foreign policy and na�onal security goals. OFAC's authority 
comes from the powers granted to the President by laws like TWEA and IEEPA, and the subsequent delega-
�on of these powers to the Treasury Department. OFAC oversees separate sanc�ons regimes even if, as 
aforemen�oned, the ul�mate designa�on tools such as the SDN-lis�ng can be the same. Some programs 
are also uniquely tailored for specific sanc�ons regimes, such as the aforemen�oned sectoral sanc�ons and 
the SSI list. These regimes are implemented by Execu�ve Orders, with more than a dozen such execu�ve 
orders issued by U.S. presidents Barack Obama, Donald Trump, and Joe Biden.  

Sanc�ons against Russia have also been specifically legislated for, as have sanc�ons against other coun-
tries. Sanc�ons that are thus enacted cannot be unilaterally rescinded by the Execu�ve Branch under the 
authority of the president, although it should be noted that the respec�ve enforcement authori�es such as 
OFAC are headed by presiden�al appointees and there is significant discre�on with regards to implement-
ing even such legislated sanc�ons. 

United States Sanctions Authorities and Key Legislation 
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The most prominent example of such sanc�ons legisla�on is the 2017 Countering America’s Adversaries 
Through Sanc�ons Act, also known as CAATSA, which mandated the maintenance of sanc�ons regimes that 
had been ini�ated by execu�ve orders against Russia in the preceding years and also provided a legisla�ve 
basis for addi�onal sanc�ons programs against North Korea and Iran. The CAATSA legisla�on also called for 
sanc�ons against buyers of key Russian arms exports, although there remains substan�al discre�on in the 
Execu�ve Branch agencies for determining which measures to imply, as evidenced by the different mea-
sures imposed on Turkey, China and India for their purchase of Russia's S-400 missile defense system for 
example . 

Addi�onally, while OFAC is undoubtedly the most significant and important sanc�ons imposing agency as 
well as the key sanc�ons licensing authority, it is not the sole authority in the United States with respect to 
sanc�ons. As aforemen�oned in the sec�on on export and import sanc�ons sec�on, the U.S. Bureau of 
Industry and Security, which is part of the Department of Commerce, plays the key role in overseeing dual 
use and other technological restric�ons as well as determining those prohibited from receiving such 
exports and providing licenses were required. Addi�onally, the U.S. Department of State contains the 
Directorate of Defense Trade Controls which is charged with overseeing and managing the export and 
import of defense ar�cles and services under the U.S. Arms Export Control Act (AECA) and the Interna�onal 
Traffic in Arms Regula�ons (ITAR). Other branches of the U.S. State Department also play a role in sanc�ons 
research, educa�on, observa�on, and policy making together with the wider Execu�ve Branch. Finally, the 
Financial Crimes and Enforcement Network, be�er known as FinCEN, which like OFAC is also part of the 
U.S. Treasury Department, also plays a role in sanc�ons repor�ng viola�ons as well as distribu�ng adviso-
ries and no�ces to enhance compliance. 

There is much confusion about the reach of U.S. sanc�ons and the authority that they carry interna�onally, 
but it is important to remember that such sanc�ons are part of U.S. law and regulatory codes and that 
much of the global financial system in par�cular relies on structures that are also governed by these or 
which interact in�mately with the U.S. financial system. There is not a standard defini�on of U.S. extraterri-
torial legisla�on, in fact, the U.S. Supreme Court has asserted a presump�on against the extraterritorial 
applica�on of US statutes.    However, the US Department of Jus�ce and OFAC operate on the basis of 
determining sanc�ons viola�ons based on whether there is a US nexus present to the transac�on in ques-
�on at any stage. A U.S. nexus can be present if any of the following condi�ons are met: (a) if persons with 
US ci�zenship/green card are involved, (b) if the products have U.S. content or are a direct product of U.S. 
technology, (c) if U.S. ci�zens are taking execu�ve decisions, (d) if the transac�on is passing U.S. soil, (e) if 
it involves U.S. origin intellectual property or products, or (f)if the transac�ons are passing US systems. 

This results in a de facto extraterritoriality for U.S. sanc�ons’ regimes, which is o�en erroneously referred 
to as a ‘secondary sanc�ons’ applicability. However, ‘secondary sanc�ons’ correctly refers to the threat that 
sanc�ons will be imposed for viola�ons of sanc�ons. Yet there is also genuine extraterritorial component 
to U.S. sanc�ons although this must be authorized by legisla�on or execu�ve order. 

In the case of the Russia sanc�ons regime this was the impact of U.S. Execu�ve Order 14114, which was 
issued by President Joe Biden on 22 December 2023. The order explicitly authorizes the U.S. Treasury and 

Extraterritoriality and the US Nexus 
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thus OFAC to "impose on a foreign financial ins�tu�on the sanc�ons described (within)… upon determining 
that the foreign financial ins�tu�on has: (i) conducted or facilitated any significant transac�on or transac-
�ons for or on behalf of any person designated… for opera�ng or having operated in the technology, 
defense and related materiel, construc�on, aerospace, or manufacturing sectors of the Russian Federa�on 
economy, or other such sectors as may be determined to support Russia's military-industrial base…; or (ii) 
conducted or facilitated any significant transac�on or transac�ons, or provided any service, involving 
Russia's military-industrial base, including the sale, supply, or transfer, directly or indirectly, to the Russian 
Federa�on of any item or class of items as may be determined by the Secretary of the Treasury, in consulta-
�on with the Secretary of State and the Secretary of Commerce." It also explicitly notes that sanc�ons can 
be imposed on foreign financial ins�tu�ons that engage in such transac�ons even without a U.S. nexus and 
if done “knowingly or unknowingly”.    This was further expanded on by a revision announced by OFAC to 
its defini�on of the Russian military industrial  on 12 June 2024 to encompass all individuals designated 
under Execu�ve Order 14024 - the execu�ve order presently underpinning SDN designa�ons related to 
Russia.    The effect of these execu�ve orders and OFAC regula�ons is that all transac�ons that violate sanc-
�ons with Russian individuals, en��es, and organiza�ons on the SDN list now pose a risk of secondary sanc-
�ons even when there is no U.S. nexus present. 
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CASE STUDIES  

The G7+ Oil Price Cap is a key instrument in restraining Russia’s war �me profits. Foreign oil sales are the 
single largest contributor the Russian federal budget, having amounted to between 30 and 50% thereof for 
the past decade.   These revenues thus directly feed the Kremlin’s war chest. And while there have been 
significant calls from Ukraine and ac�vist communi�es around the world for Russian oil to be outright sanc-
�oned – for which there is precedent in the U.S. in rela�on to Iranian oil – the tool has also been structured 
to try and mi�gate the risk that Vladimir Pu�n will again seek to use his energy supplies as a geo-economic 
tool to try and garner support for his wanton invasion of Ukraine. If Russian oil exports went to zero, there 
is a grave risk that global oil prices would skyrocket, triggering crises across the developing and developed 
world and threatening support for Ukraine’s sovereignty and resistance to Russian aggression. The cap was 
constructed to try and address this concern will limi�ng the revenues that the Kremlin could gain from its 
oil sales. 

However, the cap relies on compliance and a�esta�ons from countries involved in the Russian oil trade that 
are outside of the G7+ Price Cap Coali�on. There are ample such markets, but it is also true that the majori-
ty of interna�onal shipping insurance and trade finance, alongside other necessary services for enabling 
the global oil trade, is conducted in the West or by ins�tu�ons with a nexus to the U.S., EU or UK. The 
former is par�cularly the case as oil is interna�onally traded predominantly in U.S. dollars, and has been for 
decades. The Kremlin has thus been forced by the cap to spend substan�al revenues trying to evade it and 
to create the structures to do so in friendly jurisdic�ons and through obfusca�ng the ul�mate ownership 
of trading en��es as well as by obfusca�ng or misrepresen�ng bills of lading and other trade instruments. 

However, even the most complicated such processes are not immune from sanc�ons risks. One case study 
is to be fund in a round of U.S. specifically designated na�onals lis�ngs announced by OFAC on 20 Decem-
ber 2023. This designa�on, �me alongside the aforemen�oned adjustments to the oil price cap, targeted a 
series of Hong Kong and UAE-based en��es that had sharply increased their trade of Russian oil since the 
introduc�on of the price cap and which had done so in viola�on of the price controls set by the cap.    The 
firms had previously in publicly available media reports from pres�gious outlets such as Reuters and 
Bloomberg, in some cases as early as March 2023.    Despite their loca�on in high-risk offshore jurisdic�ons 
with no ownership disclosures, sufficient evidence was eventually found to result in their designa�on. 
Sanc�ons are not a perfect tool and o�en are forced to ul�mately catch up to the corrupt actors involved 
and this was what occurred in precisely this case the case, one ship linked to the network had been sanc-
�oned three months prior, and through tracing its ownership OFAC was eventually able to jus�fy sanc�ons 
against the company and key por�ons of the wider network. This case study also highlights the importance 
of observing adverse media reports about high risk en�tles involved, while also evidencing the poten�al for 
sanc�ons to be imposed directly on those who violate sanc�ons. 

Case Study One – G7+ Oil Price Cap 
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One of the most impac�ul sanc�ons imposed on Russia has been the applica�on of SDN and other ‘black-
lis�ng sanc�ons’ to the Russian central bank – formally known as the Central Bank of the Russian Federa-
�on (CBR) - by the United States and other Ukrainian allies just three days a�er Russia’s full-scale invasion 
and the cu�ng-off of the vast majority of Russian banks from the SWIFT interbank messaging system. The 
immediate impact was to deprive the Kremlin of access to more than $310 billion of the war chest that it 
had built up in the lead-up to the invasion – because en��es at which the funds, investments and other 
assets of the CBR were in jurisdic�ons that imposed sanc�ons or adhered to them – but there have also 
been far wider-reaching long-term implica�ons because of the difficulty of transferring foreign currencies 
in and out of Russia. The impact of this is that there is a discount to the value of foreign ‘hard’ currencies 
held within Russia. 

Put simply, the Russian rouble is not a widely-held or broadly conver�ble currency abroad, not to men�on 
the Kremlin’s own capital restric�ons that have been significantly �ghtened since the full-scale invasion of 
Ukraine to shore up his regime’s control domes�cally.   On the other hand the currencies of the countries 
that have imposed sanc�ons on Russia include the core ‘hard currencies’ of the interna�onal economic 
order, those that are widely conver�ble and held in reserve by other countries and are used for trade. This 
is why Russia itself con�nues to seek to sell its oil in U.S. Dollars. Because of the sanc�ons on the CBR and 
the expulsion of Russian banks from the SWIFT system, it is extremely difficult for hard currency to move in 
and out of Russia, whether digitally of physically. Whereas a U.S. dollar is worth the same whether held in 
a Bahamian bank account, physically in cash in Washington D.C., or even under a ma�ress in Singapore, as 
soon as it crosses the fron�er with Russia, or another heavily sanc�oned country such as Russia, this is no 
longer the case. 

Once again, sanc�ons are not perfect and hard currency s�ll con�nues to find a way in and out of Russia. 
Some banks that remain in Russia are also not yet subject to the SWIFT sanc�ons, most notably Austria’s 
Raiffeisen Bank Interna�onal and Russia’s own state-owned Gazprombank, the la�er because of its role in 
Russian oil and gas sales that con�nue in line with interna�onal interests as explained in the previous case 
study (though Gazprombank is subject to SSI sanc�ons). In many cases, however, sending hard currency 
out of Russia has to be done surrep��ously, ac�on that can result in sanc�ons viola�ons and thus fines or 
even secondary sanc�ons. This has solidified the discount between hard currencies held in Russia and 
those held without, and is why the brokers engaging in such transac�ons charge such he�y fees,    par�cu-
larly in the crypto sector. 

Addi�onally, the freezing of the CBR assets has also enabled the use of interest earned by the frozen 
proceeds and taxed by the European Union to begin to fund Ukraine’s defense,    while the G7 has also 
agreed and is working on a plan to further harness these funds to deliver Kyiv as much as $50 billion in 
much needed aid by the end of 2024.   The interna�onal community behind the Russia sanc�ons regime 
has therefore not only found how to deprive Russia of its ‘war chest’ to fund the invasion of Ukraine but 
also harnessed the assets to help fund Ukraine’s defense against that invasion.  

Case Study Two  – Blacklisting Russia’s Central Bank’s and SWIFT Sanctions  
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On 19 October 2022, the U.S. Department of Jus�ce announced that a Russian businessman by the name 
of Artem Aleksandrovich Uss had been arrested in Italy at Washington’s request two days prior. The indict-
ment that was simultaneously unsealed against him revealed that USS had been charged alongside four 
other Russian na�onals and two Venezuelan na�onals for a series of sanc�ons evasion schemes involving 
the Venezuelan state-owned oil company Petroleos de Venezuela S.A. (PDVSA) as well as for engaging in 
sanc�ons evasion to illegally procure military and dual-use technologies from the United States. The indict-
ment revealed the USS and his accomplices had used a German company, Nord-Deutsche Industrieanla-
genbau GmbH, as a front to try and disguise these purchases and ul�mately to move the goods that were 
imported by the firm on to Russia, where they where shipped to sanc�oned companies and parts of 
Russia's defense sector.  

The network that Uss led was not a simplis�c one and involved cash drops, GPS spoofing, and crypto trans-
ac�ons that are all the hallmarks of Russian evasion schemes, but his involvement itself should have set off 
a major red flag for any partners. At the �me of his arrest, Uss’s father was serving as the governor of 
Russia’s Krasnoyarsk Region and thus a core member of the Kremlin regime.    The evidence of the close 
Kremlin connec�ons only went deeper from there because while awai�ng extradi�on the following March, 
Uss managed to escape the home where he was being held under deten�on just a day a�er an Italian court 
approved the extradi�on, ul�mately fleeing to Russia, from where he thanked “strong and reliable people” 
for their assistance, something widely taken to be an nod to the Russian intelligence services.  

As of the �me of wri�ng in July 2024, Uss remains at large, but that does not mean the sanc�ons enforce-
ment ac�ons have since stopped. In December 2023, the U.S. Department of Jus�ce announced that a 
Bosnian na�onal, Vladimir Jovancic, was arrested in Croa�a and awai�ng extradi�on to the United States 
for helping to facilitate Uss's escape.   June 2024, Italian police arrested a Russian businessman, Dmitry 
Chirakadze, resident in Switzerland for allegedly helping facilitate the escape via Slovenia, Serbia, and 
Bosnia.    Uss himself remains wanted, with a $7 million reward for informa�on related to his arrest.   The 
case is a stark reminder sanc�ons evasion can carry not only the risk of being sanc�oned or fined, but also 
criminal prosecu�ons  

Despite his escape, the sanc�ons evasion network that he operated was subsequently sha�ered. His 
escape was a failure, as was the belated detec�on of his scheme that allegedly ran from as early as 2019 
but the case nonetheless highlights key aspects of the importance of con�nuing to improve compliance 
and crack down on sanc�ons evasion. It is also a reminder of the importance to the Kremlin of opera�ng 
such networks, according to the charges against Uss and his accomplices, the parts that his network had 
smuggled included those used in Russian-made Sukhoi a�ack planes and “some of the same electronic 
components obtained through the criminal scheme have been found in Russian weapons pla�orms seized 
on the ba�lefield in Ukraine”.   The  fact the son of a senior Kremlin ally was involved also highlights the 
centrality of such schemes to the regime and its elite, and the extent to which they will go to seek to under-
mine sanc�ons. 

Case Study Three – The Case of Artem Uss and the Importance of Export Controls
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Trend One – The Growth of Secondary Sanctions, or ‘anti-circumvention measures

TRENDS IN SANCTIONS – JULY 2024

Sanc�ons are an ever-evolving tool, as they must adapt to the substan�al evasion and avoidance efforts 
that the countries, individuals, and en��es that are targeted by them engage in. Sanc�ons have also grown 
exponen�ally as a tool not only in response to Russia’s invasion of Ukraine but also been increasingly used 
to target other geopoli�cal crises as well as thema�c issues such as human rights and corrup�on, as 
evidenced by the Magnitsky Sanc�ons sub-sec�on above. U.S., EU, and UK sanc�ons authori�es con�nue 
to issue regular updates of designated en��es on a near weekly basis, some�mes more frequently, and 
insuring that one is abreast of these developments is a key star�ng point for any prac��oner, analyst, or 
researcher. However, there are also wider themes and trends in sanc�ons that will play a major role in 
shaping the wider landscape to come and that deserve to be reviewed here individually. The first thereof 
is the expansion of secondary sanc�ons threats even outside of the United States, par�cularly in the case 
of the European Union, which is adding an addi�onal major extraterritorial component to the wider 
regime. The second is the introduc�on of new rules and procedures that increase compliance require-
ments on third par�es. The third is the growing targe�ng of high-risk jurisdic�ons and the development of 
new tools aimed at mi�ga�ng the ability for sanc�ons’ evaders to set up new corporate structures that 
mirror previously sanc�oned ones but with new en��es. A fourth significant trend is the expansion of 
export controls in the so�ware sector, adap�ng tools tradi�onally used predominantly for hardware and 
technology sanc�ons. the Finally, there are also key trends from other areas sanc�ons programs, such as 
those targe�ng Iran and Venezuela, as well as lessons geo-economic compe��on such as the trade 
tensions between China and the wider West, in par�cular the United States, that while not rising to the 
level of sanc�ons nevertheless have applicable lessons and insights for sanc�ons prac��oners. New and 
as-of-yet unforeseen trends will also develop in the coming years, but by focusing on these at this stage and 
how to understand them, one can develop an understanding that will help to improve one’s ability to iden-
�fy these independently in the future. 

The European Union has been preparing for the introduc�on of its own extraterritorial sanc�ons regime 
since June-2023, when the European Commission agreed its 12th package of sanc�ons on Russia since the 
full-scale invasion of Ukraine. This included the introduc�on of the establishment of a new annex to Regu-
la�on (EU) No 269/2014, the core document underpinning EU sanc�ons lists, to enable designa�ons 
against “third-country operators in facilita�ng circumven�on”.   This essen�ally serves to create a new 
sanc�ons list that would see those iden�fied subject to restric�ons, poten�ally as significant as the EU’s 
wider ‘blacklis�ng sanc�ons’ discussed above, and is the most explicit step that the European Union has 
taken thus far to demonstrate that it is, like the United States, willing to sanc�on actors in third countries 
for circumven�ng its sanc�ons even when they do not have an immediate nexus to the bloc in the transac-
�on, par�cularly if the avoidance of such a nexus is an essen�al feature of the structure in ques�ons. 
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However, much remains undetermined. The European Union has not designated any sanc�ons evasion 
facilitators under the measure as of the �me of wri�ng in July 2024. It is nevertheless increasingly likely 
that it will do so even though there remains uncertainty about the extent of the poten�al view to circum-
ven�on as well as how determina�ons will be agreed – as aforemen�oned within the EU sanc�ons enforce-
ment falls to member states while designa�ons are largely, and in the case of the Russia sanc�ons program 
almost exclusively, agreed at the bloc level. Some clarity came in the EU’s 14th Sanc�ons Package in June 
2024, which imposed port access bans and provisions of services on vessels that were found as having 
circumvented the G7+ Oil Price Cap and new bans on Russian na�onals owning or holding posts on the 
supervisory bodies of crypto-asset and custodial services.    The former highlights the bloc’s willingness to 
indeed step concretely towards transac�ons that do not have a direct EU nexus while the la�er highlights 
the growing focus on cryptocurrency transac�ons and their role in sanc�ons. This is a par�cular area of 
focus for secondary sanc�ons developments as crypto-providers are o�en based in offshore jurisdic�ons 
but tradi�onal currency markets will also con�nue to be a focus. In June 2024 both the U.S. and UK sanc-
�oned the Moscow Exchange that had become the key domes�c market for exchanging foreign currency 
for Russian roubles domes�cally within Russia.  

It will be a major new breaking ground, however, if the EU does soon agree to expand its an�-circumven-
�on measures and begin to directly designate en��es, individuals and organiza�ons who engage in the 
kind of viola�ons laid out in the EU’s 12th sanc�ons package. The issue remains a conten�ous one in 
Europe par�ally due to the bloc’s own disappointment with the United States’ unilateral re-imposi�on of 
sanc�ons on Iran despite Tehran’s con�nued adherence to the Joint Comprehensive Plan of Ac�on 
(JCPOA), be�er known as the ‘Iran Sanc�ons Deal,’ of 2015 to which European Union members were 
par�es. That extratropical aspects of U.S. sanc�ons with regards to Iran therea�er meant that European 
business had to cancel deals in the country despite the bloc’s opposi�on to the pact’s demise. Europe will 
therefore not call its measures secondary sanc�ons, but Vladimir Pu�n’s invasion of Ukraine has prompted 
interna�onal collabora�on on sanc�ons in a manner never before seen and Brussels’ measures, while 
labelled differently, may ul�mately have much the same reach. 

The EU’s 14     sanc�ons package and the U.S. expansion of secondary sanc�ons in December 2023 and June 
2024 discussed above both referenced the G7+ Oil Price Cap and the importance of an�-circumven�on 
measures in enforcing it. One likely addi�onal trend is to be the spread of repor�ng and enforcement 
requirements for even third par�es related to these transac�ons. Combining these two trends also 
indicates that there will be a risk of secondary sanc�ons for those who evade exis�ng and expanding such 
requirements. 

This gets to the second key trend in sanc�ons development, that of enhanced repor�ng requirements that 
broadly consist of increasing the standard that actors in trade ac�vity have to meet to demonstrate that 
they have sought to comply with sanc�ons. It is increasingly clear that it is no longer acceptable to consider 
compliance an a�erthought or a secondary expense – sanc�ons viola�ons carry the risk of crippling a 
business at worst but even less cri�cal developments such as adverse media coverage can have significant 
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cost factors. The December 2023 US Execu�ve Order issued by President Joe Biden made clear that sanc-
�ons can be imposed on foreign financial ins�tu�ons that “unknowingly” engaged in sanc�ons ac�vity . 
FinCEN and other U.S. government resources naturally provide plenty of guidance on best prac�ces for 
compliance but this hints that the burden of proof will increasingly shi� towards proving one made an 
explicit effort to comply with sanc�ons when probes are launched. 

These growth of an�-circumven�on measures / secondary sanc�ons and the enhanced compliance 
requirements are trends that will be most effec�ve if there is broad interna�onal support for them, in 
par�cular third countries. It is not only for tax op�miza�on reasons that Russian businesses and en��es 
have so long favored tax havens, but also because of their low compliance standards and poor public disclo-
sures.   Sanc�ons authori�es in third countries have not shied away from sanc�oning en��es in such 
jurisdic�ons of course, but they con�nue to lend themselves to being rela�vely high-risk business environ-
ments. Interna�onal efforts to clamp down on tax evasion have been a key feature of the geopoli�cal 
environment for years now, and the campaign’s greatest success was the agreement of a 15% global mini-
mum corporate income tax announced in 2021 and which as of 2024 had been signed by more than 140 
countries.    This is the build-up of years of work including efforts by a host of interna�onal organiza�ons, 
most prominently 40-country Financial Ac�on Task Force (FATF) that publishes 'black' and 'grey' risk of 
jurisdic�ons with weak an�-money laundering and counter-terrorist financing (AML/CTF) standards. These 
lessons are likely to be applied to sanc�ons as well, and it should be expected that in the coming years the 
AML/CTF acronym will grow to include a reference to high-risk sanc�ons jurisdic�ons as well. Inclusion on 
the worst of these lists will pose significant costs to jurisdic�ons willing to entertain evasion and avoidance 
of key interna�onal sanc�ons. 

However, those sanc�ons imposing authori�es cannot themselves rely solely on hoping that compliance 
standards in high-risk jurisdic�ons will improve under pressure. Targe�ng tools are also being developed by 
these authori�es for signaling that an environment is at high risk for sanc�ons and is known to be engaging 
in such evasive prac�ces. The clearest such example was the June 2024 announcement by the U.S. Bureau 
of Industry and Security that it was upda�ng its En�ty List to include eight addresses in Hong Kong that had 
been repeatedly used by companies seeking to evade Russia sanc�ons, meaning that any transac�ons 
involving those addresses will now require explicit authoriza�on for exports from the agency.     Addi�onal 
such prac�ces of designa�ng the known trends of sanc�ons viola�ons likely to be used for iden�fying not 
only addresses known to be used in such transac�ons, but also jurisdic�ons more generally that are known 
to have lax company forma�on services through trusts used to evade Russia sanc�ons. 

The geopoli�cs of so�ware and the poten�al of such technology to be used for the malign inten�ons of 
state, and even private, actors has been a growing area of a�en�on for sanc�ons authori�es and policy 
makers in recent years. The case of TikTok and its ownership by a Chinese parent, ByteDance, has a�racted 
perhaps the most explicit such a�en�on and in April 2024 the U.S. legisla�on passed by Congress and 
signed by President Joe Biden ins�tuted a framework for forcing a sale of the company, which while not a 
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tradi�onal sanc�on in the terms of the blocking sanc�ons, sectoral sanc�ons, or export sanc�ons is effec-
�vely another such step. It is also falls squarely within well-established precedent led by China, which has 
long banned most major foreign social media operators from the country. But the seemingly ever-growing 
importance of cloud-based so�ware and data management tools means that tradi�onal sanc�ons tools are 
also being adapted to try and constrain Russia’s war machine. 

The most explicit such example came in June 2024 when the Bureau of Industry and Security (BIS) 
announced that it was imposing new restric�ons on so�ware covered by Export Administra�on Regula�on 
99 (EAR99).      EAR99 goods, typically, are “not specifically controlled for export … generally can be export-
ed without a license" except in the case of an embargoed or sanc�oned country, a prohibited end-user, or 
used in a prohibited end-use... in which cases (exporters) may be required to obtain a license ”.     The move 
was accompanied by a new OFAC sanc�ons determina�on that prohibits providing Russian persons with 
certain informa�on technology so�ware.   These ac�ons in effect mean that the export of significant 
amounts of so�ware – even that without an explicit military applica�on to Russia or for the benefit of 
Russian persons or companies in Russia are now prohibited. Although they do not carry as explicit a 
secondary sanc�ons threat as some of the previously men�oned ac�ons create for foreign financial ins�tu-
�ons for Russian persons or companies on the U.S. SDN list. They do include carve-outs for Russian persons 
or companies’ abroad, as well as the subsidiaries / assets of such individuals abroad, except in cases where 
they are used for the benefit of an individual or en�ty for opera�ons within Russia. Offering to manage 
such services in a third country for the benefit of a Russian covered person or en�ty therefore would risk a 
viola�on. In cases in which these delinea�ons are unclear, it will be impera�ve for third country en��es 
engaging with Russian businesses and persons for relevant services seek clarity from OFAC and / or licenses 
from BIS. 

This paper has focused primarily on explaining the structure of, case studies rela�ng to, and trends from, 
the Russia sanc�ons program, but many of these – including the three detailed above – will apply to wider 
sanc�ons programs. But the world presently finds itself in an increasingly fran�c era of geopoli�cal compe-
��on  and it is not only with regards to Russia that new trends are developing. Many of these from other 
areas of conflict will be relevant to developing prac��oners, analysts, compliance officials and execu�ves 
understanding of this area of risk. It would be impossible to be exhaus�ve about theme all, but for the 
purposes of this paper it is worth concluding with some to highlight. 

The most immediate are those from the Russia-Western trade war, par�cularly the measures imposed by 
the United States. Over the last decade, Washington has been the ini�al actor on some of the most strident 
steps such as the banning of Chinese telecommunica�ons providers such as Huawei and ZTE from its 
markets, but these have increasingly spread elsewhere as well. The trend, however, is increasingly not just 
on banning Chinese technology – though that is certainly con�nuing as highlighted by the U.S. passage of 
legisla�on, as part of the a major aid package for Ukraine, Israel and Taiwan, ordering the divestment of 
banning of the Chinese social media app TikTok – but also on exports of technology to Beijing. The driving 
factor in this is economic compe��on rather than a�emp�ng to limit their use in an invasion and atroci�es 
as is the case in Russia. Developments con�nue to emerge at pace with these moving increasingly into 
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hardware bans but also bans of expor�ng certain so�ware or allowing it to be on Chinese systems. Data 
protec�on is the core underlying factor in much of this, however, and for our purposes this indicates a 
trend towards sanc�ons or sanc�ons-like tools being expanded in scope to cover these considera�ons as 
well. 

A second considera�on is that the cost of highly disrup�ve technology has never been cheaper – 
off-the-shelf drones available for under $100 have been adapted to weapons of combat on the fields of 
Russia’s invasion of Ukraine. Adapted jet-skis have been turned into naval drones to target shipping off of 
the coast of Yemen. Malign actors are paying a�en�on to these developments as well. The most significant 
sanc�ons viola�ons – at least as measured by fines - have historically been those involving large financial 
ins�tu�ons. But the growth of export controls is something that is not likely to just affect Russia or major 
areas of geo-economic tensions such as trade wars but also to expand in scope to try and stop terrorist 
groups and others from gaining such capabili�es, even though they rely on what may be low value goods 
in most markets. 

Finally, it has to be noted that Russia remains an extremely hos�le actor, not only with regards to Vladimir 
Pu�n’s territorial ambi�ons but also its own willingness to engage in economic warfare. This paper has 
stressed repeatedly that interna�onal coopera�on has been key to the sanc�ons program against Russia 
thus far, and this will only be enhanced going forward. It will consist not just of solidarity in compelling 
today, but coming to the aid of countries affected by Russian mar�al and market-based aggression. The 
more that can be done today to work together and mi�gate Pu�n’s threat, the less likely it is that further 
devasta�on will be wrought tomorrow, and the more the interna�onal community can prepare to ensure 
all members suppor�ve of the interna�onal order con�nue to benefit from it. 
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